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/* set MSR P4 ESCR */

wrmsr (0x3b8, (0x02 << 25) | (0x1 << 9) | (2 << 2), 0);
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/* clear MSR P4 CCCR */
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O00000o0o0bbooboooobooboobboobooboobboooo
000000000 booooooooo

oo boobboboobobobbbooudodilobobilsoon
EAXOOOODODODOODOO1200018000000000O000O00DODOOO

1100170000000 000000 countstart 00000000 OOO
OO00000 countread_and stop DD OO0 D000 OOOODOOOODOOOODO
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1 ENTRY (system call)
2 pushl %eax # save orig eax
3 mv %$eax,sys_call num
4  SAVE ALL
5 GET CURRENT (%ebx)
6 testb $0x02,tsk ptrace(%ebx) # PT TRACESYS
7 jne tracesys
8 cmpl $(NR syscalls), %$eax
9 jae badsys
10 pushl %eax # SAVE EAX Register for counter
11 call count start # count start
12 popl %eax # RESTORE EAX Register for counter
13 call *SYMBOL NAME (sys call table) (, %eax,4)
14 movl %eax,EAX (%esp) # save the return value
15 pushl %eax # SAVE EAX Register for counter
16 call count read and stop # count read and count stop
17 call after operation # after operation
18 popl %eax # RESTORE EAX Register for counter

U e6.6:0000dobobougoobbogan




630000000 bbOOOOn 55

gbooboogoboood

e OO UOOOODO

e OO UOOOODO

gbooboooobood

gboobogg

000000000l countstart OO DOOOOOOO count_start
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000000000000 00DO0DOO0DO0OD00oDbOO0oDOOoDoobOOoDOooDg
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count_read_and _stop [0 0 O O O Oafter_operation 0 O 0O O O O O O O Oafter_operation
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gboobobodo
ged4bDeslibubodbuogbobboobbooobuoobooboon
Ood00obooooboooboooobddDgetdents64 0000 OO0 Oread
gbbodbooobbogbobuobboobodbb open UODOOOODO
gobodbboobbooooooboobuoobbuoobbooboboooobon

gbooboooooboood

064 0000000DO0OO

guoooooo ad goooon guad

open /dev /kmem 1465 1
open /etc/passwd 1482 0
getdents64 / 9208 | 553676
getdents64 /proc 33951 1
read /dev/kmem 1305 | 10354
read /proc/net/tep 1705496 | 824609
read /proc/net/udp 1286 0

064000000/ etc/kmem 000000 open JOO0OODOOO /ete/passwd
000000 open 00000000 /proc000000 getdents64 000000
gogoobbobdoobooobobobobbooooooobboobobbooo
gubboboooobbooobbbudooobobbooobbuoooobon
guobboboooobbooobobbuooobbuooobobbouooooood

goboboooobboboooon
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00000 /ete/kmem OOO0O0O0D0 open DOOOODODODO Jete/passwd O O
O000 open JO0ODOOOOO /proc 000000 getdents64 DO O O0DO OO

gboboboooobobobogoobobooooboboboooobbbooaon

ges 000oggoon

guoooooo ad good guad

open /dev/kmem 4242 44
open /ete/passwd 3770 279
getdents64 / 30941 18134216
getdents64 /proc 110759 1496591
read /dev/kmem 10845 4652095
read /proc/net/tep | 3349358 | 17965741669
read /proc/net/udp 3070 1972331

0000 65000000 /etc/kmem OO0O0O0O00O open 0O00O0OD0ODOO
Jete/passwd OO0 O OO0 open 00000000 OODOOOOOOOOOOO
gbogobobbbodogooobobbuouguuuubbbbooooooa
gooobpooooobboooobbuoooboboooobbuoooooboo
godddooooobbbbboooooooooobooooboboboo

00000 /ete/kmem OO0O0O0O0D0 open DOOOODODODO Jete/passwd O O
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O0000000000000000D00DOO0Opacket storm [10] O Stealth O
000 (1000000000000 00o0000UoooooUooooo™

god

6.4.1 knark

knarkk OO0 0OO0OD0OOO0ODOOODOOOOOOOODOOOODOOOOOOODOO
ObobobOobO0obobobobuobobobubobDuooobUknark OO

gobobooooboboboogdeesbugn

O 66 knark OOODO0OOO0OOOODOOOO

gooooon guad gooooo good
gdd |000 (0bo0 godgo
open /dev /kmem 1465 1466 | 4242 | 4076
open /etc/passwd 1482 1482 3770 3811
getdents64 /proc 33951 | 39565 | — —
read /proc/net /udp 1286 1309 | — —

knark 000000000 00O0D0O0OCOG66000000 /procO0000O0OO
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getdents64 0000000000 OO0O0DOOODOOCOOOOO 60000000
goboobodoboboboooboobobobobooobobobooobobooboo
OO0000D0Dgetdents64 DO O O0OO0O00O0ODOODOO0OOODOODOODOOOO
oboboboooobooboobobobooooogon

O00 knark OOgetdents64 DO 0000000000000 0000O00O0OO
Ooboobooooo0oooboobooboboobboobooboooooboobooon
OobOoboboboooooboobobobooooogn

/proc/net/udp 000000 read 0000000000 0O0OO0OO230000
O00000000/proc00D0000 getdents 000000000 OOOOO
O0000000000000000000000000OOknark O /proc/net/udp
O00000 reaed DODOO0OOOO0OO0ODOOOOCDOOOODDOOOOOOOO
getdents64 0 000000000000 OOOOOOOOO /proc/net/tep 00O
000000000000000 /proc/net/udp 000000 read 000000
OobOobobooobooooboboboooooog

OO000b0bb0O00000b0b0obb0o0bO0bO0bO getdents64 O 0O
oboobooboobbooooobooooobooooboooboooobooobooon
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6.4.2 Adore-ng

Adoreng OO knark 0000000000 OOODOOOODOOOOOOODOO
gbodgoobogbobbodbobbooooboooboboobbogbn
OO000D00DO0000000O0000D00b0Adorengd 0 000oooooonO
gbooboogderbggn

Adoreng 000 0000000000000 G7000000/procO0000O0O
O getdents64 D00 OO0 0O0OD0O0O0OO0OOOOO0O0ODOOODOO 72400000
goobobobobbobobobobbootbtbouddoooooooooobbobobobobn



64000000000 OOOOOOLObOO 61

0 6.7 Adoreng 00000000 ODOOODOODOO

goodoooo gd goodoo godd
gud |goo |god (jboon
open /dev/kmem 1465 1466 | 4242 | 4042
open /ete/passwd 1482 1482 3770 4007
getdents64 /proc 33951 | 106390 — —
read /proc/net/udp 1286 1286 | — —

O0000000OOgetdents64 00 000D O00O0DOOODOODODOOODODOO
000000000000 0ooooooobooooooooon
Adore-ng 00 knark 000 O Ogetdents64 D 00000000000 OO0O0OO
O0000DO000000000O000O0DO00DOO0DO000O00ODO000O0O0O00n
OO00D0D0O0000D00oooooDoooooooooooooooog
O00D0000O0OAdoreng 00 000000DOODOOOODOOOOODOOODOO
O00D000000DO00000O000O00DO0DO00DOO0oODOO0oDODOOoDoOoog
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6.4.3 SucKIT

SucKIT OO /dev/kmem 00 0000000000000 0O0O0OOOOOO
gbbogbbuoobbogbooobbobobobbobobboobgbn
gboboboooobbbuoooobobboooobbooooobbuoooooboon
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SucKITODOODODOOOOOOOOOOOO 68000000 /dev/kmem 000
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open /dev/kmem 1465 4692 4242 | 16369
open /ete/passwd 1482 4704 3770 7209
getdents64 /proc 33951 | 406162 — —
read /proc/net /udp 1286 4660 | — —
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