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5.1 O00OUO0OO0OODOOO

00000000000 0000000 AndroidSudoManager 0 00000000
godod

AndroidSudoManager 0 0000000 510000000 Javad RunTime O 0O O
D000 LinuxOODOOD0DODODODOO0ODOODOOODOOODOO0ODOO

Runtime runtime = Runtime.getRuntime();
Process process = runtime.exec(command) ;

ooo0O000 5.1 RuntimeOOO LinuxOOOOOOO

5220000000000D00000ODO0O0O0O0O0 IntentO0ODOODODOO
OO0O0000O00000O00D Intent DOOO0OO0DOOOODOCOODOOOOODDOO 5.2
0000000 Intent 0000000000000 setAction00000000O0O Intent
0000000000000000000000000000 ActionODOOOOODOO
IntentFilter OO0 OO OO0OO0D0OODOO Intent 00 O0O0OO0D0O0OOCOOOOOODODOOO
000 Intent 000 0000000000000 Intent 00000000000 Action
0000000 jp.ac.uec.is.spa.hiromu.SUDOO OO Action00 00000000
putExtra0 000 0000000000000 0O0OO Intent 00O OO OstartActivity O
0000 AndroidSudoManager O Activity 00O O0OO00O0O

private static final String INTENT_SUDO = "jp.ac.uec.is.spa.hiromu.
SUDO";

public static void sendRequest(Context context, String command){
Intent intent = new Intent();
intent.setAction (INTENT_SUDO) ;
intent.setType("text/plain");
intent.putExtra(Intent.EXTRA_TEXT, command);
context.startActivity(intent);

oooooo 5.2 J0O0O0ODOOOODOOODOODObDO
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Intent 00000000 IntentFileter OO0 0000000 5.30000action 00
00000 Action0000000000000D00ODO0ODO jp.ac.uec.is.spa.hiromu.SUDO
ooooooon

TR W N =

<intent-filter>
<action android:name="jp.ac.uec.is.spa.hiromu.SUDQ" />
<category android:name="android.intent.category.DEFAULT" />
<data android:mimeType="text/*" />

</intent-filter>

000000 5.3 IntentFileter 00O

Intent 0 0 00O O AndroidSudoManager O OIntent 0 00 000000 OOO
O0Q0D0DDOO0OO0O0OD0ODDODO Intent OOOOODODDOOODOOOOODODODODO
OO0 540000getlntent OO0 ODO0DODODDDOOOOO Intent OO DO DOOODO
00O Intent O Action O getAction D 000D 0000000 OOODO Action O
jp.ac.uec.is.spa.hiromu.SUDO 0 00000000 Intent OO0 OODOODOOOO
gogoobooooooogad

© 00 N O Ut ok W N
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/*xIntent 0 O O */

Intent intent = getIntent();

/*xIntent 00 Action 00O */

String action = intent.getAction();

/*+xAction 000 00D0OO0O SUD0O OO OO */

if (INTENT_SUDO.equals(action)) {
/*Intent OO0 OO0O0OO0DOOx*/
Bundle extras = intent.getExtras();
/00000000000 =*/
if (extras == null) return;
/*x00000000000DO00000Od=/
CharSequence ext = extras.getCharSequence(Intent.EXTRA_TEXT);
/*x0000000000000D00d=/
if (ext == null) return;
/x>0 000000000C00D00C00DOoOoooOx/
String[] command = ((String)ext).split(",");
/*x0 000000 %/
CommandLineExecuter.execCommand (command, true) ;

OO0O000oo0 54 Intent00OO00OD0OCOOOODODOO
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$su -c command

OO0 command 00 sy OO0 0000000000 DOODODOODOODOOOOOOOO
gdodouoooobbobooooooooguooooooon
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J k%

*» Q0000 ooooooboboooon

*/

public class CommandLineExecuter {

/0000000000000
* Oparam command O UODOOOOOMO
* */
public static String execCommand(String[] command, boolean sudo){

/0 0000su000000000000000 */

sucheck (command) ;

/0 0000su00000 %/

if (sudo){
command=setSudo (command) ;

}

Runtime runtime = Runtime.getRuntime() ;

Process process;

StringBuffer output = new StringBuffer();

String line = "";

BufferedReader reader;

BufferedReader errReader;

try{
/0000000 %/
process = runtime.exec(command) ;
/+000000000000000«*/
reader = new BufferedReader (

new InputStreamReader (process.getInputStream())

)

/+00000000000000 %/

errReader = new BufferedReader (new InputStreamReader (
process.getErrorStream())) ;

/+000000000%*/

while((line = reader.readLine()) != null){
output.append(line);
output.append("\n") ;

}

/**error 0000000000 %/
output.append("error:\n");

while((line = errReader.readLine())!'= null){
output.append(line);
output.append (("\n"));

}

reader.close();

errReader.close();

process.waitFor();

}catch(I0Exception ioe){
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ioe.printStackTrace() ;
return ioe.toString();
}catch(InterruptedException itre){
itre.printStackTrace();
return itre.toString();
}
/0000000 %/
return output.toString();
}
/#+000000000sw000000O0CO00O0OO0O00OODOOO0O */
public static void sucheck(String[] command){
for(int i=0; i<command.length; i++){
if (command[i] .equals("su")){
throw new IllegalArgumentException("this command is,
including,’su’!!");

}

}

/#+00000000su -c OOOOO*/

public static String[] setSudo(String[] command){
List<String> tmpList = new ArrayList<String>();
tmpList.add("su");
tmpList.add("-c");
tmpList.addAll (Arrays.asList (command)) ;
Log.d("setSudo",tmpList.toString());
String[] sudo_command = (Stringl[]) (tmpList.toArray(new Stringl

tmpList.size()]));

return sudo_command;

Oo0oooo 5.5 CommandExecuter.java

'--Qobogobgood -->

<permission

android:name="jp.ac.uec.is.spa.hiromu.androidsudomanager.
permission.SUDO"

android:protectionLevel="signature"

android:label="@string/permlab_sudo"

android:description="@string/permdesc_sudo"

android:permissionGroup="android.permission-group.SYSTEM_TOOLS"/>

OobOoO0oD 5.6 DODOOOOOOOODOO
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5.2 UUOUOUOUOoog

0000000000 D0000 EnvironmentMigrator D00 O0O000O0O00ODOOO
0 O EnvironmentMigrator O OBluetoothManger DataManagerd UserActivity O 3 O
O0000UserActivity 000D 000000000000 GUIOOOOODOOOOOO
gooooooobobobooooooooooooooooooboooooooooo

5.2.1 BluetoothManager

BluetoothManager 00 0000000000000 BluetoothOODOO0OOO0ODOOO
00 BluetoothOOOODOODOOOO0OOOOOOO

O000ooooooDoD BluetoothOOODODODODDODDODODODODODOOOO
000 H.7000000000000 BluetootOOODOODOODOOODOODOODOOBlue-
toothAdapter 0 0 O O 0O getDefaultAdapter 00 0 00O 00O 0O 0O O getDefault Adapter
O00000BluetoothAdapter 00 0000000000000 OO0OOOOOO Blue-
toothOODODODODODODDOD0DO mullOO00O00D00D0O0O0OO0OO BluetoothSup-
portCheck() O O O getDefaultAdapter 000000000 nullO0OO00O0O0O0OOOO
boolean OO0 OO OOOOOOO

O00isEnabled 000000000000 OO0ODOOO0O BluetoothOOOOOOO
gooooooooooon

/ k%
* JO0OBluetcoth O OOOOOOOOOOOOODO true .00,
false -0 00U
*/
public boolean BluetoothSupportCheck() {
return BluetoothAdapter.getDefaultAdapter() != null;
}
/** Bluetooth OO O OODOOODOOODOO %/
public boolean isEnabled() {
return mBtAdapter.isEnabled();
}

000000 5.7 J0OODOO BluetoothOOOOOODOOOOOODO

O0o0ooOs7000000D00000O00DO0ODO0ODODOO0O0ODOODOOn 5.8
00000 O dBluetoothSupportCheck 0 00 O O Bluetooth 0000000000
00000000000 00000D00000000000D0000000Odfinish O
goooooioodoooodooooooob oo ooooooon
Bluetooth OO 0000000000 O0OO0O0OOOBIuetoothOODOODOOODOOOO
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oNUiOO 8am

77 hHBluetoothZONICLES E LTVET,

HaALEL ey

O 5.1 BluetoothOOOOOOOO

OO0 OACTION_REQUEST_ENABLEO OO DUODOOODOOOOO Intent OO ODOODOO
Action000 51000000000 BluetoothOOODODOOOOODOOOODOO
gooood

/¥ OO0OBluetoothODOOOOOOODOOOOODOODO %/
if (!mBtManager.BluetoothSupportCheck())
finish();
/**x BluetoothOOOODOOOOOOODOODOODOODOODO =/
if (!mBtManager.isEnabled()) {
Intent requestBtOn = new Intent(BluetoothAdapter.
ACTION_REQUEST_ENABLE) ;
startActivityForResult (requestBtOn, BluetoothManager.
REQUEST_ENABLE_BLUETOOTH) ;

000000 5.8 BluetoothOOOOODOODOOODO

StartActivityForResult 000000000 Activity DD OO0OODO0O0OO0OOOO0O
0000000000000 00000000000000 5.90000000Intent O
0000 Acitivity 0 onActivityResult 000D 000000 0OO00OO0O0OOOOOOOO
requestCode 0 00000 Actiond ResultCode 00D OO0 OOO0OO0OOOOOOOO
O00000590000000000000000000D0000OO0O requestCode O
Bluetooth 000000000 D0D0D0O0ODODOOOODOODOOODODOOOODODOOOODOO
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5200000000

requestCode 00000000000 BluetoothD OO ODOOOOOOOO ResultCode
OD0000000ResultCode DO OBluetooth OO0 D 000000 0OO00OOOODOOO
LogO0ODOODOOODOOODODOODOOODODDOODOOODODOOODOOODO

@0verride
protected void onActivityResult(int requestCode, int ResultCode,
Intent data) {
if (requestCode == BluetoothManager .REQUEST_ENABLE_BLUETOOTH) {
if (ResultCode == Activity.RESULT_OK) {
Log.d("Bluetooth.Switch", "ON");
} else {
finish();
}

000000 59 IntentO0ODOOO0OODOCOOOOODOO

ddooooooobooooooboooobooooo s10b000boboooooon
Broadcast 000 Intent 00 000000000000 OODOO IntentFilter 00 OO
OO0 00OBroadcast 000 Intent 0000000000 IntentFilter 0 0 O Broadcas-
tReceiver 0 0 OO0 ODO0O registerReceiver 00 00000000000 OOOOODO
O Broadcast D 0000000 0O0OO0DOOOOS1100000000000000O
goddobooooooooooouooooooooooooooooouoooooad
O0oodoOood ACTION_FOUND U OO OUOOOUOOOOOO ACTION_NAME_CHANGE
00oo00d0ooobodouobodooboboOobd ACTION_DISCOVERY_STARTED O O O
ACTION_DISCOVERY_FINISHED U0 00O OO UOUOUOOOOOOOOOOOOOOOGO
gogoooooo

Bluetooth 000000000000 D0OO0OO0O00OO0ODODODOOOODOOOOOODOO
goodboodobooodooooooooooodooooooooooooooon
gdbooobooooodouooooooooooooooooooooogon
goooooooboboooooooododotooooooooooooonoon
ogoooo

/0 000000000000000000 */
IntentFilter filter = new IntentFilter();
filter.addAction(BluetoothAdapter.
ACTION_DISCOVERY_STARTED) ;
filter.addAction(BluetoothAdapter.
ACTION_DISCOVERY_FINISHED) ;
filter.addAction(BluetoothDevice.ACTION_NAME_CHANGED) ;
filter.addAction(BluetoothDevice.ACTION_FOUND) ;
registerReceiver (DeviceFoundReceiver, filter);
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/*x 0000000000000 000O0000 =/

if (mBtManager.isDiscovering()) {
mBtManager.cancelDiscovery() ;

b

/*x0000000000000000DO00000d=*/

Set<BluetoothDevice> pairedDevices = mBtManager.
getBoundedDevices () ;

/> 00000000000 =/

mBtManager.startDiscovery() ;

OO0O0Ooo00 5.10 BluetoothOOOOODOOOOOODOOD

private final BroadcastReceiver DeviceFoundReceiver = new
BroadcastReceiver () {
@0verride
public void onReceive(final Context context, Intent intent) {
String action = intent.getAction();
String dName = null;
BluetoothDevice foundDevice;
ListView nonpairedList = (ListView) findViewById(R.id.
nonpairedDevicelist) ;
nonpairedList.setOnItemClickListener (((DeviceListActivity)
context)) ;
/00000000000 x*/
if (BluetoothAdapter.ACTION_DISCOVERY_STARTED.equals(action
) A
Log.d("start", "scan started!!!");
}
/0 0000000=*/
if (BluetoothDevice.ACTION_FOUND.equals(action)) {
foundDevice = intent.getParcelableExtra(BluetoothDevice.
EXTRA_DEVICE) ;
foundDevicelList.add (foundDevice) ;
dName = foundDevice.getName() ;
if (dName == null)
return;
if (foundDevice.getBondState() != BluetoothDevice.
BOND_BONDED) {
pairedDeviceAdapter.add(dName + "On" + foundDevice.
getAddress());
Log.d("action found", dName) ;
}
nonpairedList.setAdapter (pairedDeviceAdapter) ;
}
/00000000 =%/
if (BluetoothDevice.ACTION_NAME_CHANGED.equals(action)) {
foundDevice = intent.getParcelableExtra(BluetoothDevice.
EXTRA_DEVICE) ;
foundDevicelist.add (foundDevice) ;
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if (foundDevice.getBondState() != BluetoothDevice.
BOND_BONDED) {
pairedDeviceAdapter.add(dName + "[On" + foundDevice.
getAddress()) ;
b
nonpairedList.setAdapter (pairedDeviceAdapter) ;
+
/0 00000000=%/
if (BluetoothAdapter.ACTION_DISCOVERY_FINISHED.equals(
action)) {
Log.d("finished", "scan_ finished!!!");

O0O0o0onO 5.11 BroadcastReceiver

Bluetooth 000 0000000000000 OD0OODOOOOODOODOOOOOOOO
00000000000 00000D000D0000 listenUsingRfcommWithServiceRe-
cord 00000000 BluetoothAdapter 00 000000000000 ODOOODOO
000000000000 oooobUoog acceptd0ooooooooon
0o0ooooooooooooono s12000000000000000

/*x0000000000 =/

BluetoothServerSocket tmpServerSock = null;
mServerAdapter = btAdapter;
try {
tmpSock = device.createInsecureRfcommSocketToServiceRecord(
BLUETOOTH_CLIENT_UUID) ;
} catch (IOException e) {
e.printStackTrace();
b

/0000000000000 00000040 =%/
public void run() {
BluetoothSocket receivedSocket = null;
while (running) {
receivedSocket = serverSock.accept();
if (receivedSocket !'= null && receivedSocket.isConnected())
{
/000000000000 */
}

serverSock.close();

000000 5.12 OO0O0OO0ODOOOOOOOODO
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O000000000000000 BluetoothOOOOOOODOOO BluetoothDevice
O0000000000d 0O createlnsecureRfcommSocketToServiceRecord O O O O O
Jdo00doodoooooodooooooobobooboboodod connect DOOOO
dobdoooooboooooboooooooooooooooooooooooad
O0000O00DooOog 51300044

/*x0000000000000d=x*/

BluetoothSocket tmpSock = null;
mDevice = device;
try {
tmpSock = device.createlInsecureRfcommSocketToServiceRecord(
BLUETOOTH_CLIENT_UUID) ;
} catch (IOException e) {
e.printStackTrace();

}

/0000000000000 00O0000=*/
public void run() {
/*x00 0000000000000 00O00b00Oo0oOogsx/
if (myClientAdapter.isDiscovering()) {
myClientAdapter.cancelDiscovery() ;
}
try {

/xx 0000000 =/

clientSocket.connect();

Log.d("client connect", "connect");

} catch (IOException e) {

try {

/0000000000000 0O00000O0000O0=*/
clientSocket.close();

} catch (IOException closeException) {
e.printStackTrace();
closeException.printStackTrace();

}

return;

}
/0 000000000000/

oooOooono 513 DObO0OOoboooooooooo

00000000000 DO0O000D0bO000DO00DODO0o0Ob0ODbO0O0On JavaOd
O00000000D00000 StreemJ000000000O0O0OOOOCOODOODOOO
0000 5.140000O0utputStream 000 0000000000000 0O0ODOOO
O0InputStream 0 0000000000000 00ODOO0OODODOOOOODOOOOO
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0000000000000 00 LANOOO JSONObject O String0 0000000
gogobboooobbboooobbbooobobbooobooboooobbooon
Serializable 0 0 00000000000 DOO0OO0OCOOODOOOOOODOODOO byte

00000 FileOutputStream 000000000000 OOOOO

/*x0 00000 Stream 00000 %/
try {
in = socket.getInputStream();
out = socket.getOutputStream();
} catch (IOException e) {
e.printStackTrace();

3

/0000000 x*/
try {
write(sendMessage.getBytes("UTF-8"));
} catch (UnsupportedEncodingException e) {
e.printStackTrace();

}

/xx0000000x*/
try {
tmpBuf = in.read(buff);
} catch (IOException e) {
e.printStackTrace();
}
if (tmpBuf != 0) {
try {
/0000000000 String0 00000 */
rcvmsg = new String(buff, "UTF-8");
} catch (UnsupportedEncodingException e) {
e.printStackTrace();

}

VET:
* Serializable [0 Object OO 0O OO
7
public void write(Serializable obj) {
try {

ObjectOutputStream oout = new ObjectOutputStream(new

BufferedOutputStream(out)) ;
oout.writeObject (obj);
oout.flush();
oout.close();

} catch (IOException e) {
e.printStackTrace();
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/**xSerializable 00O O0OOODOODOO=*/
public String read() {
try {
ObjectInputStream oin = new ObjectInputStream(new
BufferedInputStream(in)) ;

Object obj = oin.readObject();

if (obj == null) {
Log.d(getClass() .toString(), "obj,is_null");
return null;

b

/0 00000000000000000x*/
Package packageData = (Package)obj;
/000000000000 =%/

/**xSerializable D0 OO OOOOOO0O0O %/
FileOutputStream outStream = new FileOutputStream(file);
int index = O;
for (byte data : obj) {
outStream.write(data) ;
}
outStream.flush();
outStream.close();

o0obO0o0nD 514 OOOO0O0ODOOoOoOoOobboOoDo

5.2.2 DataManager

DataManger 00 00000000000 O0OOO0DOODOOODOODOODOODOOOOO
O00DataQuene 0000000000000 OO0OO0OOOODO BluetoothManager
0 DataQueve 00000000000 D0DODOODOOOOOOOOODOODOOOO
BluetoothManager 0 0000000000000 ODOODOOODOO

00000000 ooooobooooobooon 2000000000000O000
000000000000 0Android0 00000000000 D0OO0OODODOOOO0NO
goooooooo

goooooobooooooooooooboooooooonoooooooonoogo
O00000Android0 00000000000 O0OOO0ODOOCOOOODOOOOOOOON
gobooooooobooouoooooooooogd
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Bookmark O O O

00000000000 0000O0ContentProvider 0000000000 OOOOO

oooobobooobooboboboobooboboboobooo s1booon

/*xContetProvider 00000 Bookmark D OO0 O OODO
O000000O0OMapOODODOODOODOO®/
public Map<String,String> collectBookMarks(){

Map<String,String> bookMarks = new HashMap<String, String>(Q);

/**ContentProvider D0 000 Cursor OO OOO *x/

Cursor browser = mContext.getContentResolver().query(Browser.

BOOKMARKS_URI, strBookmarkProjection, Browser.
BookmarkColumns.BOOKMARK + "=1", null, null);

final int urlIndex = browser.getColumnIndex (Browser.
BookmarkColumns.URL) ;

final int titleIndex = browser.getColumnIndex(Browser.
BookmarkColumns.TITLE) ;

/*¥xCursor 0O O0O0OODODO %/

if ('browser.moveToFirst ()){
/0000000 null OO0 %/
return null;

}

/xxCursor 000000000 OO0OO0O=*/

do {
/00000 URLOOOOOO
O000ODOkeyOURLO value OO O Map OO OODOx=/
String title = browser.getString(titleIndex);
String url = browser.getString(urlIndex);
bookMarks.put (title,url);

}while (browser.moveToNext());

browser.close();

/000000000 Map OO0/

return bookMarks;

000000 5.15 BookMarks.java Bookmark 00 00O O

000 ContentProvider 00000000000 DOOO0O0ODOOOOOOOOOOOO
0000005160 0000000000000000000000O0JSONODODODOO
00000000000 00000D0000 5.1600000000000 JSONODbject

000000000 OContentProvider 00 O00O0OODODOOOOO0OOOO

/**Bookmark D 00O OO0 JSONArray 0O 000 %/

JSONArray elementArray = jsonObject.getJSONArray(
DataCollector.JSONTAG_BOOKMARKS) ;

for (int i = 0; i < elementArray.length(); i++) {
/**Bookmark 0 Array 00000 OO0 =/
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JSONObject json = elementArray.getJSONObject(i);

/**ContentProvider 0 000 00O ContentValues 0000 O */

ContentValues values = new ContentValues();

values.put (Browser.BookmarkColumns.BOOKMARK, "1");

values.put (Browser.BookmarkColumns.TITLE, json.getString
("title"));

values.put (Browser.BookmarkColumns.URL, json.getString("
url"));

/*x00000000=/

context.getContentResolver () .insert (Browser.
BOOKMARKS_URI, values);

}

000000 5.16 DataReplacer.java Bookmark 00000000

goooog

PackageManager 00 000000000000 OO0OOOO0OOOOOOOOOOOO
Oo0o000ooooOOoslrO0O00f00ooooO0oooOooooooOoDOoooooooo
OO0D00D00D00D00D0O0 getlnstalledPackages 0000 O0O0OO0OOOOO0OO0OOO
0000000000000 0000O0D000000O000ODO00DO0nSystem O
000000000 AndroidSudoManager 0 EnvironmentMigrator 00 0000 00O
OoO000OoO00bOOo0o00oOo00oDOOoO00bOoOOoOoooOoOoOoDboUoDoo

String packageName;
/**PackageManager OO0 OO0 DO DOOODOOx*/
PackageManager pm = getPackageManager () ;
/0000000000000 0O00000O0DO0O0OcOoogo=/
final List<PackageInfo> appInfolist = pm.getInstalledPackages(
PackageManager .GET_UNINSTALLED_PACKAGES) ;
for(PackageInfo info : appInfolist){
if (info.applicationInfo!=null){
/**EnvironmentMigrator 0 AndroidSudoManager [0 0 O OO %/
if (info.packageName.equals (EnvironmentMigrator) || info.
packageName . equals (AndroidSudoManager))continue;
/*xSystem 0O 000000 =*/
if ((info.applicationInfo.flags & ApplicationInfo.FLAG_SYSTEM
)<=0){

packageName=info.packageName;

oO0opoOdoo 5.17 DODOODODOOOOODOOd

0000000000000 0000000Android 00000000 (apk 00O
00) 00 /data/app/PackageName.apk D 0D 00000000 0apk 00000 An-
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droidSystem D000 000000000000 OOO /data/app/PackageName-1.apk
0000 0 /data/app/PackageName-2.apk 0 D 00 0000000000000
gooooogt"o 200000 bb0o0oUobbbobooobboon
000000000000 DOO0D0O0 EnvironmentMigrator D00 O0OO0OO
(/data/data/EnvironmentMigrator/) 0000 000000000000 OODOO
gooooboobobon

cp /data/app/packagename*.apk /data/data/packagename.apk

0000 AndroidSudoManager 0000000000000 O000OOOOONO Android-
SudoManager 0 000000000000 DOO0O 5180000 CommandRequestor
0000000000000 00000000 sendRequest DO DD OOO0OOODOO
sendRequest 0 00 0000000000000 DO0OODO Intent 00 OO Android-
SudoManager 0 0000000

public class CommandRequestor {
private static final String INTENT_SUDO = "jp.ac.uec.is.spa.hiromu
.SUD0";
private static final String PACKAGE_PATH_PREFIX
private static final String MIGRATOR_LOCAL_PATH
example.hiromu.environmentmigrator";

"/data/app/";
"/data/data/com.

public static void sendRequest(Context context, String command){
Intent intent = new Intent();
intent.setAction (INTENT_SUDO) ;
intent.setType("text/plain");
intent.putExtra(Intent.EXTRA_TEXT, command);
context.startActivity(intent);

}

public static void installApp(Context context, String path){
sendRequest (context, "pm install —-f"+path);

3

public static void fileCopyCommand(Context context, String src,
String dest){
sendRequest (context, "cp," + src +"_,"+ dest);

}

public static void packageCopy(Context context, String packageName
A
fileCopyCommand (context, PACKAGE_PATH_PREFIX+packageName+"*apk"
, MIGRATOR_LOCAL_PATH+"/"+packageName+" .apk") ;
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public static void deleteFile(Context context, String fileName){
sendRequest (context, "rm ,—-f "+ MIGRATOR_LOCAL_PATH + fileName);
}

Oooooo 5.18 CommandRequestor.java

000000000000 000000 CommandRequestor 0000000000
gooboooobobogoo

$pm install -f PackageName //0000000000
$ chmod 000DD DODOO //000000D0O
$chown 000:000000000O00DOO//00000ODO

goobboooobbbooobbtbooobobboooobbboooobbboon
gobobooodooobuoooobbuoooooboboooobbboooobLbboooono
gooboogooobooonoobooboo

00 LANOOOOO

O0000 LANOOOOOOODOOOOO0ODOOD0O00000Android 00O LAN
0000 00OWifiManager 00 0 0O O O WifiManager O getConfiguredNetworks 0 0 0
00 WIFIConfiguration 0 00000000000 List00O00000OD0ODOOO
WIFIConfiguration 0 OO OSSID OO 00000 IDOODOODOOOOODOOODOOOO
000000000 PreSharedKey 0 WepKey 0000000000000 OOOO0O
O String 0«0 000000

gooboogooooooobooooooooboooooooobao
O00D0D0O0D0DO0O0OD0DO0OOo0D0DO0O0o0oo0oooDoooDoDoOoo0D0 LANOOODO
/data/misc/wifi/wpa_supplicant.conf 0 OO0 OO OO 5190000000
gooogd

godooooobbooogobooooooooooooooooboboooooooooo
O000000000000 network={0 000000000 0ODODOODODOODOOO=
0000 JSONObject 00O O JSONArray D0 000000 0O00DOOOO 52000
OO JsoONDODOooOooooooooooo
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network={
ssid="SSID"
psk="preSharedKey"
key_mgmt=WPA-PSK
}
000000 519 networkOOOOODODO
{network:{
{ssid:"SSID"}, {psk: "preSharedKey"}, {key_mgmt=WPA-PSK}
}
}

000000 520 network OO OOODODO

00000000 JSONObject DODODOO 5.160000000000000 LAND
0000000000000 00 LANDOODODOODOODOOOODOO 52100
O0000oooooooSSIbOD000ooo00 LANOODDODOOooooooooo
000000000000 LANODDODDODDODODOOOoooooooo

WifiConfiguration 0 00 0000000000000 000O00ODODOOOOOOOOO
0000000000000 000000000000 (auth)yDOOODOOOOOOO
ggoo

000000 WifiConfiguration 0 0 00 0 00 0O 0O WifiManager 0 addNetwork O
gogobboooobobtboooobobbodooobobbuoooobboooobbbooon
00000000 -1000000000000000 Exceptiond throw 00000
ggooobod

00000000000 000D0O0O0 saveConfiguration 0 O O O O updateNetwork
ggoboboooobooooa

private void setNetwork(String ssid, String passwd, int auth) {
WifiManager wifiManager = (WifiManager) getSystemService(
Context .WIFI_SERVICE) ;
WifiConfiguration addNetConfig = new WifiConfiguration() ;

addNetConfig.SSID = "\"" +_ssid_+,"\"";
switch (auth) {
case AUTH_NON_SEC :
Obododooodoooo0oLANOOOn
break;
case AUTH_WEP :
OWEPO OO LANO OO O
break;
case AUTH_WPA_OR_WPA2_PSK:
addNetConfig.allowedProtocols.set(WifiConfiguration.
Protocol.RSN) ;
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addNetConfig.allowedProtocols.set(WifiConfiguration.
Protocol.WPA) ;
addNetConfig.allowedKeyManagement.set (WifiConfiguration.
KeyMgmt . WPA_PSK) ;
addNetConfig.allowedPairwiseCiphers.set(
WifiConfiguration.PairwiseCipher.CCMP) ;
addNetConfig.allowedPairwiseCiphers.set(
WifiConfiguration.PairwiseCipher.TKIP);
addNetConfig.allowedGroupCiphers.set (WifiConfiguration.
GroupCipher.WEP40) ;
addNetConfig.allowedGroupCiphers.set (WifiConfiguration.
GroupCipher.WEP104) ;
addNetConfig.allowedGroupCiphers.set(WifiConfiguration.
GroupCipher.CCMP) ;
addNetConfig.allowedGroupCiphers.set(WifiConfiguration.
GroupCipher.TKIP) ;
addNetConfig.preSharedKey = "\"" + passwd_+,"\"";
break;

int wifiid = wifiManager.addNetwork(addNetConfig) ;

if(wifiid==-1) throw new IllegalArgumentException("Wi-Fi,

setting is Illegal");

wifiManager.saveConfiguration();
wifiManager.updateNetwork (addNetConfig) ;

Log.d(getClass() .toString(), String.format("networkid:’d",

wifiid));

000000 521 OO LANOOOOO (WPA/WPA2-PSKOOD)
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